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With the UN estimating that just 1%  
of criminal funds flowing through the 
international financial system every  
year are detected and dealt with by law 
enforcement agencies, new approaches 
are clearly needed. The good news is that 
change is not only on the horizon – it’s 
coming over it at an increasing speed.

Significant advancements in technology, 
facilitated by innovations such as artificial 
intelligence (AI), machine learning (ML),  
cloud computing, robotics and the Internet 
of Things, are already under way. These 
technologies are enabling intelligence to be 
gathered from vast and often disparate data 
sets which together with rapid advances in 
data science, are transforming the approach 
to compliance, streamlining processes such 
as Know Your Customer (KYC) and helping 
to uncover previously hidden patterns and 
networks of potential financial crime activity.

At the heart of this technological revolution  
is the need to have trusted data, accurate  
and relevant information, so that the 
technology can help the people who 
are responsible for compliance and risk 
management make informed decisions. 

Regulators expect that organizations will be 
able to explain how the technology they use 
helps them to make risk-based decisions, they 
are on record as saying black box technologies 
will not be acceptable. Additionally, the 
technology and data used must be compliant 
with the rapidly changing privacy landscape  
in which all organizations operate.

Against that background, what does our 
independent survey of over 3,000 managers 
in compliance-related roles tell us about the 
current and potential uses of such emerging 
technologies?

Firstly, it clearly shows that, if we are to win 
the fight against financial crime we need to 
do more to invest in these new technologies 
as well as the people who are charged with 
managing compliance and risk within their 
organizations. We will only win by harnessing 
the combined power of smarter machines  
and smarter humans. 

As with previous surveys, this survey  
reveals that many companies still need to 
address fundamental risk management issues. 
Of organizations surveyed, 72% say that they  
were aware of financial crime within their  
global operations over the last 12 months. 
However half (51%) of customer, supplier  
and partner relationships have not had formal 
due diligence checks when being onboarded; 
creating an environment in which criminal 
activity can flourish. 

TAKING THE  
NEXT STEP

INTRODUCTION

Last year’s global report on the true cost of financial crime revealed  
its impact, not just on companies and governments, but also the human 
victims exploited by criminal gangs which launder their gains through 
the financial system. This year we shift our focus onto another critical 
area, innovation – and reveal how emerging technologies and new 
collaborations are helping to turn the tide against financial crime. 

Phil Cotter
Managing Director,  
Risk Business, 
Refinitiv
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It also reveals that in many organizations  
there are significant tensions between  
meeting compliance obligations and 
preventing financial crime, and growing  
the business often resulting in poor  
due diligence processes. 

The survey shows, however, that innovation  
is already having an impact with organizations 
that use new technologies being almost twice 
as successful at performing KYC checks on  
the identity of clients. 

Finally, it tells us that more is being done 
to realize the future potential of effective 
technology powered by trusted data, with 
an increase of over 50% in investment in 
improvements in detecting and preventing 
financial crime over the next 12 months  
with investment in technology being  
the biggest focus. 

The report also includes interviews with 
leaders from regulators and financial services 
to understand their perspectives of how 
technology and trusted data can help  
us in the fight against financial crime.

It is clear from this report that as criminals 
become increasingly connected and 
innovative, businesses exposed to financial 
crime threats need to ensure that they are 
maximizing the use of technology, trusted data 
and the expertize of their people to protect 
themselves. Refinitiv is committed to investing 
in its people, data and technology to support 
our customers in the fight against financial crime.

The good news is 
that change is not 
only on the horizon – 
it’s coming over it at 
an increasing speed.

of respondents say they
were aware of financial 
crime taking place in their 
global operations over 
the last 12 months.

72%

Join the conversation: #FightFinancialCrime
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World-Check®
Uncover risk. Take action.
A powerful combination of data, technology  
and trusted human expertise to help:

• Simplify and accelerate risk screening
• Meet regulatory obligations
• Protect against financial crime risk

refinitiv.com/world-check
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ABOUT  
THE REPORT
This report is based on research commissioned by Refinitiv,  
which was conducted online by an independent third party in  
March 2019. A total of 3,138 managers with compliance-related 
responsibilities at large global organizations took part in the survey.

This survey was conducted across 24 geographies, but the research shows  
that in many cases the respondents’ organizations are active globally. 
Weighting was applied to each country to ensure that each one was  
equally represented. Please note that the standard convention for rounding  
has been applied, and consequently some totals do not add up to 100%.  
The country-specific breakdown of companies surveyed is as follows:

3138
RESPONDENTS

$33BN
AVERAGE 
TURNOVER

100%
MANAGEMENT/ 
C SUITE

24
GEOGRAPHIES

USA 130 RUSSIA 130

CANADA 129 POLAND 122

CHINA 130 SPAIN 130

HONG KONG 118 NORDICS 220

INDIA 130 TURKEY 130

SINGAPORE 130 UAE 127

AUSTRALIA 129 KSA 129

UK 130 SOUTH AFRICA 122

GERMANY 128 NIGERIA 119

ITALY 130 BRAZIL 130

NETHERLANDS 105 ARGENTINA 130

FRANCE 130 MEXICO 130
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4%
of turnover is spent on 
average by companies 
on customer and  
third-party due  
diligence checks. 
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75%

71%

58%

53%

51%

48%

42%

Fraud

Money laundering

Bribery & corruption

Tax evasion

Theft

Cybercrime

Terrorist financing

The usual focus of financial crime investigation is on the illicit  
money flows from crimes such as money laundering, bribery,  
tax evasion, fraud and corruption that support human abuses  
including modern slavery, drug trafficking and prostitution.

For the purpose of this report we have taken a wide definition  
covering all financial crimes to provide as complete a picture  
as possible on the social and financial impacts.

FIGURE 1: DEFINING ‘FINANCIAL CRIME’ 
Q. Which of the following would you include  
in the definition of ‘financial crime’? 

42%
of respondents include 
terrorist financing to  
be consistent with  
the graph below. 

WHAT IS  
FINANCIAL 
CRIME?
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97%
of respondents believe 
that technology can 
significantly help with 
financial crime prevention.
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The need for innovation
The fight against global financial crime is stalling  
and new approaches are necessary.

Drivers and blockers
Companies are embracing innovation, but obstacles still remain.

Unlocking the power of innovation
New technologies and collaborations can turn the tide  
against financial crime.

72%

82%

51%

51%

81%

94%

4%

86%

HIGHLIGHTS 

of organizations were aware of financial crime  
in their global operations over the last 12 months.

of external relationships have not had an initial  
formal due diligence check when onboarded. 

of turnover is spent on average by companies  
on customer and third-party due diligence checks. 

say they are under pressure to be more  
innovative, yet 73% are struggling to  
harness technological advancements. 

say data privacy regulations are restricting  
their ability to collaborate against financial crime.

more budget will be allocated to combatting financial  
crime over the next 12 months, with technology being  
the biggest investment area.

agree that the technology they use to detect financial  
crime is also enhancing customer engagement.

consider that the benefits outweigh the risks for sharing 
information when collaborating against financial crime. 
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67%
of respondents admit 
that they are hesitant 
reporting issues externally 
as ‘it might sour our 
relationships’.
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Financial crime is worryingly widespread, with over two-thirds  
(72%) of respondents saying they were aware of financial crime  
taking place in their global operations over the last 12 months.  
Analyzing the responses further, revealed that 45% of employees 
believed that employees were responsible, with 34% of cases  
being due to customers or other third-party relationships. 

The report also highlights that there is significant under-reporting. 
Respondents stated that where a financial crime incident was identified, 
only 62% of such incidents were reported internally and only 60% were 
reported to the relevant external organization. One significant factor  
behind this may be that 67% of respondents admit that they are hesitant 
reporting issues externally as ‘it might sour our relationships’.

These failings do not appear to be due to a lack of financial resources:  
on average 4% of global turnover is being spent on combatting financial 
crime through preventative measures such as global customer and  
third-party due diligence checks.

THE NEED FOR 
INNOVATION
Organizations are struggling to win  
the fight against financial crime and  
new approaches are required.

1
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One key reason that organizations 
may be struggling in the fight 
against financial crime is the high 
volume of customer and third-
party relationships they engage in. 
Respondents have an average of just 
over 4,000 external relationships and 
nearly 1 in 5 (16%) of those surveyed, 
have over one million external 
relationships globally. (Fig 2)

That may go a long way towards 
explaining why compliance gaps 
persist. Just over half (51%) of 
relationships have not been  
through any formal due diligence 
check during onboarding.

Relationships and compliance gaps

FIGURE 2: NUMBER OF EXTERNAL RELATIONSHIPS
Q. To the best of your knowledge, how many external  
relationships does your company have globally? 

51%
of relationships have not 
been through any formal 
due diligence check 
during onboarding.
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KYC on the identity of clients

KYC verification of client data

Screening against sanctions

Their suppliers or relationships

Enhanced due diligence

Financial fraud and exposure

Screening against media sources

Monitoring transactions

Source of wealth and source of funds

Understand their own relationships

Financial crime risk

Ultimate beneficial ownership status

Other

None

53%

46%

38%

37%

35%

34%

34%

34%

32%

32%

28%

27%

2%

3%

Australia leads the way at 59% in  
this area with Turkey lagging behind at 
32%. Even where checks are made, 
on average only just over half (51%) 
of the data and legal documentation 
required to conduct thorough due 
diligence is obtained.

Just 35% rate the process of 
obtaining information to conduct due 
diligence on a customer or third-party 
as being “extremely easy”. 

Not surprisingly there is a wide range 
of responses based on the country 
where the customer or third-party is 
based. Of respondents, 62% rated 
the process as “extremely easy” for 
US based entities and individuals, 
falling to 12% for those based in 
China. Overall 20% of respondents 
rated the process of obtaining 
information to conduct due  
diligence as “difficult”.

FIGURE 3: CHECKS WHEN ONBOARDING EXTERNAL RELATIONSHIPS

Q. Which of the following checks do you undertake (successfully or not)  
when onboarding these relationships? 

62%
of financial crime  
incidents were reported
internally and 60% were 
reported to the relevant 
external organization.
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KYC on the identity of clients 46%

KYC verification of client data 35%

Screening against sanctions 25%

Their suppliers or relationships 23%

Enhanced due diligence 23%

Monitoring transactions 22%

Financial fraud and exposure 22%

Screening against media sources 22%

Source of wealth and source of funds 19%

Understand their own relationships 18%

Financial crime risk 17%

Ultimate beneficial ownership status 15%

Other 1%

None 1%

39%
of respondents are 
monitoring transactions 
in real-time after 
onboarding.

As for the ongoing checks that should be carried out after  
onboarding, only four in 10 (39%) claim they are monitoring transactions  
in real-time, although this is comparatively higher (47%) in the financial  
and insurance sectors.

Within the various compliance processes, KYC is the most common check 
and is also viewed as being the most successfully conducted, well ahead  
of relationships and beneficial ownership status. (Fig 3 and 4)

FIGURE 4: SUCCESS RATE OF RELATIONSHIP CHECKS
Q. Of the checks you selected, which of them do you consider  
are usually successfully conducted? 
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45%

13%

41%

Increase
turnover2% 3%

35%

24%

39
%

Develop 
new markets

3%

32%

18%

46
%

Prevent 
financial crime3%

35%

22%

40
%

Improve 
regulatory 
safeguards

2%

32%

14% 52
%

Increase
profits 4%

30%

19%

48
%

Increase
market share

Understanding the pressures 
With high levels of awareness about financial crime and huge investment  
in prevention and compliance, why are organizations failing to combat it? 

The survey reveals that business imperatives often outrank crime prevention. 
While 98% of respondents claim they are under pressure to increase 
turnover, 45% claim this is extreme pressure. This is far higher than the 
extreme pressure they feel under to improve regulatory safeguards  
(35%) and prevent financial crime (32%). (Fig 5)

Extreme

Significant

Slight

None

98%
of respondents say they 
are under pressure to 
increase turnover.

FIGURE 5: PRESSURES OVER  
THE NEXT 12 MONTHS
Q. How would you generally rate  
the pressure upon your company  
to achieve the following over the 
next 12 months? 
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Perhaps the more revealing 
however, 82% agree that they have 
business relationships because 
of the substantial benefits to the 
company, even where there are no  
or poor KYC/due diligence results.

This prioritization of the bottom line 
is despite eight in ten respondents 
claiming that there is extreme 
or significant pressure from 
governments and regulators to  
act to prevent financial crime. 

The tension between delivering 
business results and meeting 
regulatory and compliance 
obligations is further underlined by 
82% of respondents understanding 
that the impact on their company 
when it is associated with a financial 
crime compliance failure is likely  
to result in damage to the value  
of their company. (Fig 6)

These results help to highlight 
the tension that exists between 
achieving business results, managing 
regulatory risk and fighting financial 
crime in organizations today. In many 
cases (73%), respondents said that 
they focus on “box ticking” to be 
regulatory compliant rather than 
actively trying to prevent issues.

73%
of respondents say they 
focus “box ticking” to 
be regulatory compliant 
rather than actively trying 
to prevent issues. 

82%
of respondents claim 
that there is extreme 
or significant pressure 
from governments and 
regulators to act to 
prevent financial crime.
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2% 3% 4%

3% 3% 3%

4% 3% 4%

53%

16%

29%

Corporate
value

45%

21% 31%

Investor 
confidence

42%

19% 35
%

Reputation

41%

22%

34
%

Restrictions
on operations

41%
20% 35%

Supplier
relationships

33%

22%

41
%

Employee
relationships

33%

20%

44
%

Amount
of fine

42%

19% 35%
Overall

37%

20%

40
%

Client 
relationships

Significant negative Impact

Slight negative Impact

No negative impact

Don’t know

FIGURE 6: IMPACT OF FINANCIAL CRIME DUE TO LAX PREVENTATIVE MEASURES
Q. How significantly do you consider the impact would be on your company should it be  
associated with a financial crime because of lax identification and preventative measures?
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Our respondents are well aware of the potential of innovation:  
97% believe that technology can significantly help with financial  
crime prevention, with cloud-based data and technology the top  
choice, followed by AI and ML tools. (Fig 7) Many are already  
deploying these technologies, with 51% currently using natural  
language processing and 44% using blockchain, AI and ML. (Fig 9)

The number one reason for adopting new technology was to enhance 
regulatory compliance, which was chosen by 59% of respondents and  
was closely followed by the desire to prevent financial crime (56%). (Fig 8) 

Adoption is clearly being encouraged, with 82% saying they are  
under pressure to be more innovative to both reduce risk and costs.

DRIVERS  
& BLOCKERS 
Companies are embracing innovation  
but are facing obstacles along the way.

2
51%
currently use natural 
language processing  
and 44% use blockchain, 
AI and ML.
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56%
of respondents  
state they adopt new 
technology to prevent 
financial crime.
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67%Cloud-based data and technology

56%
AI (Artificial intelligence) and 

machine learning tools

47%API technology

40%Blockchain

31%Natural language processing

0%Other (Please specify)

3%None

59%Enhancing regulatory compliance

50%Process e�ciency

56%Preventing financial crime

49%Cost reduction

43%Enhancing/protecting reputation

43%Competitive advantage

Avoiding scrutiny from regulations 
and law enforcement agencies 25%

2%Other

FIGURE 8: DRIVERS TO ADOPT NEW TECHNOLOGY  
TO DETECT FINANCIAL CRIME
Q. Of the options below, which do you consider to be successfully conducted?

FIGURE 7: TECH TO SIGNIFICANTLY HELP PREVENT FINANCIAL CRIME
Q. Which of the following technologies do you believe can significantly help 
with financial crime prevention?
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79%

3
%

18%

Cloud-based
data and 

technology

53%

8
%

38%

API
technology

51%

11%

38%

Natural 
language

processing

44%

10
%

47%

Blockchain

44%

5
%

51%

AI and ML

We presently do

We would like to

Not interested in

FIGURE 9: TECHNOLOGY USED TO PREVENT FINANCIAL CRIME
Q. Which of the following technologies do you presently use  
for financial crime prevention?
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KYC on the identity of clients
28%
47%

KYC verification of client data
24%
36%

Screening against sanctions
16%
26%

Enhanced due diligence
22%
23%

Their suppliers or relationships
23%
23%

Monitoring transactions
18%
23%

Screening against media sources
15%
22%

Financial fraud and exposure
17%
22%

Source of wealth and source of funds
13%
20%

Understand their own relationships
15%
18%

Financial crime risk
12%
18%

Ultimate beneficial ownership status
7%
15%

Other
2%

1%

None
4%

1%

47%
The benefits of innovative technology  
The survey suggests that there are clear benefits to innovation.  
Those who use technology to prevent financial crime are more likely  
to successfully carry out onboarding checks than those who don’t. 

Looking at identity checks, organizations using technology to prevent 
financial crime are almost twice as successful at performing KYC checks  
on the identity of clients (47%) compared to those who don’t use  
technology (28%). (Fig 10)

of organizations using  
new technologies to 
prevent financial crime are 
almost twice as successful 
at performing KYC checks 
on the identity of clients.

Using technology

Not using technology

FIGURE 10: HIGHER SUCCESS RATE OF RELATIONSHIP  
CHECKS WHEN USING TECH
Q. Of the checks you selected, which of them do you consider  
are usually successfully conducted? 
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PEOPLE/TALENT

61%

WORKFLOW &
SOFTWARE

57%

AUTOMATION & 
DIGITIZATION

60%

IMPLEMENTATION 
OF MACHINE  

LEARNING ETC

32%

What’s blocking progress?  
Despite the relatively positive picture described, 73% say that they  
struggle to harness technological advancements to reduce risks  
and costs. What is getting in the way?

Technology and relationships 
One factor may be slow progress on digitization. We stated in the previous 
section that only just over half (51%) of the data and legal documentation 
needed to carry out due diligence is actually obtained. But just over half 
(54%) of this is in a digitized format. Perhaps not surprisingly then, 61%  
agree that their company is not using innovative solutions to keep on top  
of supplier/customer relationships. But the better news in this area is that 
60% are prioritizing automation and digitization for investment. (Fig 11)

61%
agree that their 
company is not using 
innovative solutions to 
keep on top of supplier/
customer relationships.

FIGURE 11: INVESTING IN FINANCIAL CRIME PREVENTION IN 2019
Q. What key categories of financial crime prevention are seeing  
the most investment by your company in 2019?
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KYC verification of client data
35%
46%

Screening against sanctions
25%
38%

Their suppliers or relationships
23%
37%

Enhanced due diligence
23%
35%

Financial fraud and exposure
22%
34%

Screening against media sources
22%
34%

Monitoring transactions
22%
34%

Source of wealth and source of funds
19%
32%

Understand their own relationships
18%
32%

Financial crime risk
17%
28%

Ultimate beneficial ownership status
15%
27%

Other
1%
2%

None
1%

3%

KYC on the identity of clients
46%
53%

Companies are increasingly looking 
for technologies to support financial 
crime detection, particularly to 
screen against media sources 
(44%), closely followed by checking 
suppliers or relationships (43%) and 
source of wealth and funds (43%).

One reason for new approaches 
may be that the current ones are  
not succeeding: although 53%  
claim to undertake KYC on the 
identity of clients during onboarding, 
only 46% of these are considered  
to be successful. (Fig 12)

Which checks do you undertake when onboarding? 

How successfully conducted is this check?

FIGURE 12: SUCCESS RATE OF RELATIONSHIP CHECKS
Q. Which of the checks below do you consider successful conducted?
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Regulation has strengthened 
considerably over the last few years 
and this is set to continue, with 
oncoming examples including the 
Fifth Money Laundering Directive 
(5MLD) in Europe and the new 
Financial Action Task Force (FATF) 
rules and guidelines relating to 
cryptocurrencies globally. So it 
is reassuring that 85% believe 
regulatory requirements help 
their industry to apply minimum 
safeguards to prevent financial crime. 
And, as mentioned above, regulation 
is also a key driver of innovation.

However, the picture becomes a 
little cloudier when it comes to the 
data that drives innovation. This is 
because recent regulations designed 
to protect customers’ personal 
data appear to be holding back 
the data collection and sharing that 
could power collaboration and fuel 
innovation. Over four in five (81%) say 
data privacy regulations restrict their 
company from being collaborative 
and sharing data externally. 

This suggests that it may be 
necessary for regulators to look at 
easing restrictions on some aspects 
of data sharing in order to support 
innovation and the fight against 
financial crime. 

Regulation and the data challenge

85%
of respondents believe 
regulatory requirements 
help their industry to apply 
minimum safeguards to 
prevent financial crime.
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30 years of 
providing global 
standards to fight 
money laundering
FATF (Financial Action Task Force)  
celebrates its 30th anniversary this year.  
30 years ago there were no global standards 
and little action taken against money 
laundering, let alone terrorist financing. 
Today we have comprehensive standards 
to address risks and 205 countries have 
committed to implementing these standards 
and are now obligated to the assessment 
against them. We have seen successful 
investigations and prosecutions happen  
every day in large numbers in countries 
around the world. We have a regime that 
includes the financial and other sectors, 
where huge efforts are being made to work 
collaboratively with law enforcement agencies 
to counter these threats. That being said, 
we do have a system where there are 
opportunities for improvement.

David Lewis Executive Secretary,  
Financial Action Task Force (FATF)

FINANCIAL 
ACTION 
TASK FORCE

INTERVIEW
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Two thirds of assessments to date 
show states are not effectively 
prosecuting. FATF is working  
through its evaluation and follow  
up processes to strengthen 
prosecution efforts.
David Lewis Executive Secretary, 
Financial Action Task Force (FATF)

Refinitiv’s latest report helps 
to contextualize the challenge 
for taskforces engaging with 
companies. Although a minority 
18% of company leaders are not in 
support of such organizations, 36% 
actually perceive the risks of sharing 
information to outweigh the benefits. 
However, there is now widespread 
acceptance with 95% of companies 
believing their reputation can be 
significantly improved by joining a 
partnership or taskforce. 

While financial criminals continue 
to use more innovative and 
sophisticated ways to launder 
money and raise funds, it is critical 
that the response also becomes 
more innovative and sophisticated  
– the opportunity is now greater 
than ever. Given the challenges 
of virtual assets, big data, data 
locatization and privacy regimes, 
there is substantial room for tools 
such as digital ID, blockchain ledger 
tech, AI and machine learning tools 
to track transaction flows and detect 
suspicious behaviour.

There is a need for innovation 
not only to reduce costs, but 
also to improve effectiveness, 
make better use of the available 
data, join the dots, reduce false 
positives, and detect where the real 
threats are coming from. The other 
challenge is to reduce the negative 
consequences of a ‘blunt’ approach 
to compliance by banks (who have 
often suffered large penalties from 
regulators or law enforcement), 
including de-risking, financial 
exclusion of vulnerable communities 
or, de-marketing of non-core/ 
low-value customer segments,  
and the financial stability risks  
of fewer correspondent  
banking relationships.

What more can be done? 
•  More trust needs to be built to 

enable better information sharing 
domestically, across borders and 
with the private sector

•  Public private partnerships need 
to be promoted, developed and 
start extending across borders

•  Law enforcement and other 
agencies need to share and 
provide more data and more 
specific data with financial 
institutions and others – 
technology only works if  
the data is good and useful

•  FATF needs to provide  
more guidance and support  
for Regtech as well as Fintech,  
and for new innovative 
approaches more generally

•  FATF evaluations need to 
continue to identify deficiencies 
and risks to the financial system

•  FATF needs to provide  
more support for countries to 
improve capacity in the criminal 
justice system, including for the 
investigation and prosecution 
of money laundering and terror 
financing, and for the effective 
use of targeted financial sanctions
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Technology  
is at the heart 
of improving 
how financial 
institutions fight 
financial crime
Technology has already revolutionized the 
financial industry’s approach to combating 
financial crime - without technology, it would 
be impossible for HSBC to screen more than 
658 million transactions across approximately 
207 million accounts for signs of financial 
crime, which it does on a monthly basis. 
Technology has been and will continue to be 
essential to enabling the financial industry 
to not only identify but also get ahead of 
criminals, who are always looking for new 
ways to evade our controls and move  
their illicit funds around the world. 

Jennifer Shasky Calvery Group 
General Manager and Global Head, 
Financial Crime Threat Mitigation, 
Compliance, HSBC

HSBC

1000 5
FOR EVERY

TRANSACTIONS
50

ARE REFERRED TO  
LAW ENFORCEMENT

LEAD TO 
INVESTIGATION

INTERVIEW
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Today, HSBC identifies financial  
crime across its global footprint 
better than ever before due to 
technology. Because we can  
share more information and  
employ constantly improving 
analytical technology better than 
ever before, we can serve more 
clients from more parts of the 
world while providing actionable 
intelligence about the criminals 
attempting to infiltrate our bank  
to law enforcement and regulators.  
By seizing the available technology, 
HSBC can more effectively take 
action to mitigate financial crime.

Looking to the future, HSBC’s 
ambition is to use data, machine 
learning and artificial intelligence 
to improve the effectiveness of the 
way that we combat financial crime. 
Our vision is to possess near real 
time knowledge of the probability 
that a client, or prospective client, 
poses financial crime risk, which 
could be followed up immediately 
by finely targeted mitigating action 
and more complete referrals to law 
enforcement. Such an approach 
would enable financial institutions  
to identify and expel financial crime 
from their books.

We look forward to 
working together to gain 
the confidence to replace 
today’s industry-standard 
approaches with next 
generation industry-
leading ones.

658

Jennifer Shasky Calvery Group 
General Manager and Global Head, 
Financial Crime Threat Mitigation. 
Compliance, HSBC

MILLION TRANSACTIONS

These capabilities can improve 
banks’ ability to manage financial 
crime risk; protect our customers 
from fraudsters; provide more 
valuable, targeted information to  
law enforcement about potential 
illicit financial activity; and deliver 
much-needed financial services to 
those jurisdictions and sectors that 
have been impacted by de-risking. 

Traveling along this journey is not 
without challenge. As we leverage 
new analytical tools using the data  
we have at our disposal, we must  
do so ethically and responsibly. 
Banks and government partners 
collectively need to work together  
to consider how new, more effective 
approaches exceed the capabilities  
of today. It is encouraging to see 
that we are pushing on an open 
door and, indeed, that there is  
a growing movement among our 
regulatory and supervisory agencies 
to take measures to stimulate 
competition among financial 
institutions to identify more effective 
solutions to combat financial crime.
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Using technology 
to tackle supply 
chain transparency
What is truly striking from this report is that 
71% believe they are currently struggling 
to process and monitor the vast number 
intricacies of their relationships and only a 
third trust their suppliers. What’s particularly 
damning is that 23% are actually aware  
of a financial crime by their vendor,  
supplier or partner relationships.

FREEDOM  
SEAL GLOBAL 

Blockchain can be a tool 
to verify and protect the 
identity of those working 
in the supply chain with 
greater transparency  
and beyond the reach  
of those who could falsify 
their paperwork. 
Rani Hong CEO, Freedom Seal Global

INTERVIEW

Rani Hong CEO, Freedom Seal Global
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44%
of companies already 
claim they use blockchain, 
while encouragingly a 
further 47% claim they 
would like to.

Of the new advancements in 
technology, I see blockchain as 
having the greatest potential to  
open up the supply chains to 
scrutiny. It can be a tool used to 
help verify and protect the identity 
of those working in the supply 
chain with greater transparency and 
beyond the reach of those who could 
falsify their paperwork. According to 
Refinitiv’s report, 44% of companies 
already claim they use blockchain, 
while encouragingly a further 47% 
claim they would like to, making it  
a near ubiquitous 90% in the not  
too distant future.

As a survivor of child slavery,  
I have set up The Freedom Seal 
Global and strive to be a leading 
voice in the efforts to shape  
policy and practices in the fight  
for transparency in supply chains. 

The vision for The Freedom Seal 
Global seeks to fill this “visibility 
gap” that supply chain managers 
face when sourcing for suppliers 
that meet their compliance goals 
and requirements. While there are 
many methods to assess compliance 
risk at the transactional level, there 
is no pool of companies that have 
been “pre-vetted”. This means that 
supply chain managers have no 
sourcing filter to pre-select “trusted” 
companies from which to buy.

By allowing trusted companies  
to display their earned “trust status” 
to the world, we are influencing 
positive change agents (responsible 
capitalism). This goes beyond  
B2B supplier selection since 
consumers often base brand 
selection on environmental and 
social company reputations.

Together with over 57 top global 
CEOs we commit to mainstreaming 
the issue to end modern day 
slavery, all in support of SDG 8.7. 

The Freedom Seal Global provides 
a tangible touchpoint for companies 
and consumers, highlighting those 
companies that take seriously their 
legal, ethical, and moral obligations 
to eliminate Forced Labor from 
their supply chains. Qualifying for 
the Freedom Seal Global provides 
companies with the comfort that they 
are also taking the necessary steps 
towards simultaneously helping to 
ensure compliance and alignment 
with laws and regulations, industry 
standards, government standards, 
and disclosure regimes. Aligned to 
the message of this Refinitiv report,  
I believe that collaboration along  
with trusted data and technology 
is the key to winning the war on 
financial crime.

31

INNOVATION AND THE FIGHT AGAINST FINANCIAL CRIME



Emmanuel Saliot Adviser Security 
and Defence at Council of the 
European Union 

COUNCIL OF 
THE EUROPEAN 
UNION

The challenge 
to integrate 
technological 
innovation from 
the private sector 
for public security
The pace of innovation in the private sector 
is surpassing that of governments and law 
enforcement organizations. This is leading  
to the imperative to integrate this technology 
into areas such as the FIU’s (Financial 
Intelligence Unit) platform, but it isn’t without 
concerns. Issues abound on the security of 
such software and the shift of power overall  
to these large technology companies. In terms 
of the future, the question is whether there’s  
a regulatory solution to keep these companies 
at arm’s length or to embrace the partnership 
to drive innovation. Such innovation could 
take the shape of converging technologies 
such as blockchain to identify individuals 
and transactions with the help of artificial 
intelligence (AI). 

INTERVIEW
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The Refinitiv research with global companies 
highlighted this dichotomy, where the strongest driver 
to adopt new technology to detect financial crime is to 
enhance regulatory compliance (59%), while actually 
preventing financial crime was a close second at 56%.

of respondents  
state that the strongest 
driver to adopt new 
technology is to prevent 
financial crime.

56%
Although cash still presents a 
substantial challenge to financial 
crime, crypto currencies present 
one of the biggest potential threats, 
particularly if technology companies 
themselves develop their own 
currencies. In this digital domain, the 
strict mandate to adhere to privacy 
regulations such as GDPR with the 
handling of personally identifiable 
data is balanced against identification 
and investigations of financial crime. 
This tension is particularly prevalent 
in the corporate world, fearful of the 
regulators while wanting to provide 
greater intelligence with their risk 
red flags to the authorities, but 
technology itself can bring fitted tools 
and common solutions could be 
built. It’s here where the UK provides 
the paradigm of a safe information 
sharing ecosystem for others to  
learn from in the shape of the Joint 
Money Laundering Intelligence 
Taskforce (JMLIT). What is key are  
the relationships built over time and 
the culture around their shared 
endeavours, proving an example 

for others to follow or adapt. The 
constructive role of Data Protection 
Supervisor is key in this partnership, 
as the ability to work with agencies  
in charge of cyber security is an 
asset too.

The challenge for the regulatory 
authorities is to act as a driver of 
compliance, but also as a partner. 
More common research into this 
topic and dialogue around it such  
as the Coalition against Financial 
Crime, are key to drive this  
initiative forward in order to help 
ultimately stifle financial crime  
and the perpetrators of it –  
our true objectives.
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At Refinitiv we started our 
journey in artificial intelligence 
and machine learning more 
than a decade ago to provide 
the technology, analytics and 
real-time, intelligent data for 
competitive advantage. Serving 
over 40,000 institutions in over  
190 countries, we can provide the 
depth, breadth and quality of data 
and human insight to help you 
combat financial crime.
Phil Cotter, Managing Director, Risk, Refinitiv 
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97% think technology can 
significantly help with financial 
crime prevention, yet only 44% 
say they are already using AI 
and ML. However, this may 
underestimate current adoption 
as our respondents, who are not 
data or technology specialists, may 
not be fully aware of the speed at 
which such technologies are being 
embedded in current compliance 
processes. With organizations 
planning to significantly increase 
their technology budgets over the 
next 12 months, the current uptake 
can be expected to accelerate. 

Fueling that inexorable rise will be 
data. Machine learning involves 
running complex algorithms that 
require access to huge volumes  
of reliable and validated data. Poor 
data quality had been identified as 
a key obstacle to machine learning; 
if data is the new oil, it needs plenty 
of refining before it can power 
innovation effectively.

Yet, as our survey shows, people  
will continue to play a vital role:  
86% believe humans are a 
necessary asset to source  
trusted data and train algorithms  
to create effective outputs.

THE ADVANCE 
OF AI, DRIVEN 
BY DATA
Our survey shows that AI and ML are already 
playing a crucial role in financial crime 
prevention – and that is set to increase. 

86%
of respondents believe 
humans are a necessary 
asset to source 
trusted data and train 
algorithms to create 
effective outputs.
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86%
believe that the benefits 
of sharing information 
within a partnership 
organization outweighs 
any risks. 
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UNLOCKING 
THE POWER OF 
INNOVATION
Emerging technologies and greater 
collaboration offer new opportunities.

3
More spending on technology
It’s likely that investment will be key to realizing the potential of innovation. 
So it is a positive sign that spending on customer and third-party due 
diligence checks is expected to increase by more than half (51%) over the 
next 12 months. The most popular use of this spending is technology (38%), 
followed by people (34%) and process (28%). (Fig 13)

28%

Processes Technology People

38% 34%

FIGURE 13: PREFERENCE OF FINANCIAL CRIME EXPENDITURE
Q. How would you prefer to allocate expenditure with regards  
to the following three areas? 
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Client data management 63%

Workflow software 46%

Client identification 44%

AI and/or analytics to support risk 
decisioning/hit resolution (across 

screening and transaction monitoring)
42%

Digital identity solutons 39%

System integration 38%

Data ingestion 37%

Blockchain 35%

Other (Please specify) 0%

None 3%

Fraud (25%) and money laundering 
(20%) are the two areas of financial 
crime where expenditure is most  
likely to focus. In terms of priorities 
over the next 12 months, 73% 
say they will focus on enhancing 
processes, capabilities and 
efficiencies, while 50% will look 
externally to outsourcing and 
leveraging best-in-breed  
industry vendors. 

The client data opportunity  
When asked where their company 
was focusing investment in financial 
crime prevention, the survey reveals 
that the clear winner is client data 
management (63%), well ahead of 
client identification (44%) and (39%) 
digital identity solutions. (Fig 14) 

The reason for this may be that, 
in the digital age, everything from 
improving customer experience to 
identifying suspicious behaviour is 
driven by advanced data analysis. 
So, by investing in client data 
management systems, organizations 
can support both commercial and 
preventative opportunities. This is 
borne out by the survey, with 94% 
agreeing that the technology they 
use to detect financial crime is also 
enhancing customer engagement. 

Seeing innovation as not only a route 
to compliance, but also a commercial 
opportunity, may prove a powerful 
way to accelerate adoption.

94%
agree that the 
technology they use  
to detect financial 
crime is also enhancing 
customer engagement. 

FIGURE 14: AREAS OF INVESTMENT TO PREVENT FINANCIAL CRIME
Q. What investment areas is your company presently focusing on  
for financial crime prevention? 
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With so many exciting emerging 
technologies coming on stream, it is 
perhaps easy to overlook another 
vital innovation – collaboration. 
Whether across industries, 
geographies or governments, it has 
already proved key to maintaining 
standards and closing loopholes  
in the fight against financial crime.

Just over eight in 10 (81%) say 
that there is some sort of existing 
partnership or taskforce (government, 
law enforcement, financial institutions 
and other organizations) in their 
country to combat financial crime – 
and 77% support it. 86% believe  
that the benefits of sharing 
information within such a partnership 
organization outweighs any risks. 

Not only did survey respondents 
believe that such a relationship could 
support collaboration and help the 
fight against financial crime, 95% 
thought it would also benefit their  
own company in terms of reputation.

This response is welcome as  
future collaboration could prove 
key to realizing the potential of 
innovation, particularly between 
tech companies, governments and 
financial institutions. One recent 
example is the US Financial Crimes 
Enforcement Network (FinCEN)  
and its regulatory partners’ joint 
statement to encourage banks  
and credit unions to take innovative 
approaches to combating money 
laundering, terrorist financing,  
and other illicit financial threats.

Collaboration is key
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The ability of AI, ML and other emerging 
technologies to recognize patterns and 
uncover hidden risks – at a speed and 
volume that was previously unimaginable –
means we now have the ability to find what 
was previously ‘the needle in the haystack’ 
among billions of transactions. 

Yet, as our interviews with leaders from 
regulators and financial services reveal, while 
data and technology are undoubtedly creating 
powerful new tools in the fight against financial 
crime, they will need collaboration in order to 
fully strike home. Regulatory authorities must 
work as supportive partners as well as drivers 
of compliance. Data must be better shared to 
help join the dots and expose wrongdoing. 
Private and public sector must work together. 
There are already promising steps being 
taken in this direction, such as the FinCEN 
and Federal banking agencies’ joint statement 
encouraging innovative industry approaches  
to anti-money laundering compliance.  
All must work together to ensure such 
collaboration continues.

We must also acknowledge the ever-present 
tension between commercial and compliance 
objectives. Our survey reveals that for 
those who feel under extreme pressure to 
increase turnover, the incidence of financial 
crime is far higher than those not under 
such pressure. Therefore, any innovation 
that supports compliance must be seen to 
work in tandem with business imperatives. 
Here, the ability to build crime detection into 
client data management systems, which are 
key to success in the digital age, offers an 
opportunity to achieve both commercial  
and compliance objectives. 

We are firmly committed to playing our part. 
As customers increasingly deploy digital 
products, services and capabilities, Refinitiv 
offers market-leading solutions to help 
them fight financial crime. If technology is 
the weapon and collaboration the key to 
successful deployment, then data is the 
ammunition with which to fight financial 
crime more effectively. As one of the world’s 
largest providers of financial markets data and 
infrastructure, we not only provide the depth 
and breadth of trusted data required, but 
also work with our customers in an open and 
collaborative way to unlock and create the 
possibilities that data contains.

Many organizations are already taking advantage 
of new technologies to maximize resources, work 
smarter and fight financial crime with renewed 
efficacy and vigor – but collaboration will be  
key to realizing the full potential of innovation.

SEIZING THE  
OPPORTUNITY 
TOGETHER

CONCLUSION
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...future collaboration could 
prove key to realizing the 
potential of innovation, 
particularly between tech 
companies, governments  
and financial institutions. 
Che Sidanius Global Head of Financial  
Crime & Industry Affairs, Refinitiv
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To help ensure your business is not 
affected by organized criminal networks, 
inadvertently enabled by the phenomenon  
of globalization, your KYC and third-party  
risk management programs should be able 
to withstand the sophisticated criminals  
of the future and adapt accordingly. 

Helping businesses to identify, mitigate and 
act on the risk associated with financial crimes 
such as money laundering and corruption, our 
broad range of solutions center around quality 
and trusted data accessible through common 
formats across a variety of managed services, 
software platforms, partners and APIs.

Our World-Check® Risk Intelligence database 
serves our customers’ risk management  
needs through KYC and third-party screening. 
Used by the world’s largest firms, it simplifies  
day-to-day onboarding and monitoring 
decisions, and helps organizations  
comply with anti-money laundering and 
counter-terrorist financing legislation. 

Now approaching its 20th year, we are 
trusted by the world’s financial community. 
Our commitment to fighting financial crime 
was evident in the establishment of the Global 
Coalition to Fight Financial Crime in 2018 
with Europol and World Economic Forum. For 
further in-depth information, our Enhanced Due 
Diligence reports offer detailed integrity and 
advanced background checks on any  
entity or individual – wherever their location.  
The reports help to safeguard customers’ 
reputations and comply with regulatory 
requirements through a detailed review of  
new and existing customers and third parties.

With the growing need to protect against 
sophisticated financial criminals, and in response 
to the digital revolution, Refinitiv is investing in 
and developing new digital solutions that offer 
fast, reliable identity verification and screening 
through API technology. We continue to expand 
our screening data sets to deliver accurate and 
reliable information to help our customers  
make informed decisions.

refinitiv.com/fightfinancialcrime
#FightFinancialCrime

FIGHTING FINANCIAL CRIME  
USING DATA, HUMAN EXPERTISE 
AND ADVANCED TECHNOLOGY
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https://www.refinitiv.com/en/products/world-check-kyc-screening
https://www.refinitiv.com/en/financial-crime-risk-management
https://www.refinitiv.com/en/products/enhanced-due-diligence
https://www.refinitiv.com/en/products/enhanced-due-diligence
https://www.refinitiv.com/en/products/kyc-know-your-customer
https://www.refinitiv.com/en/financial-crime-risk-management


Enhanced  
due diligence
Enhance. Simplify. Protect.
Advanced background and integrity checks on 
any entity or individual, anywhere in the world.
Protect your reputation, meet regulatory 
obligations and understand exactly  
who you are doing business with.

refinitiv.com/edd
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